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Abstract

In the realm of cybersecurity, insider threats persist as significant challenges for organisations globally.
Despite increasing acknowledgement of their impact, there is a lack of comprehensive studies that explore the
multi-perspective factors contributing to insider threat occurrence from a holistic standpoint. This study aims
to address this gap by conducting a thorough analysis of the human, technical, and organisational elements
influencing insider threats. Through a content analysis approach, this study delves into the intricate interplay
of individual characteristics, technical vulnerabilities, and organisational practices that can give rise to insider
threats. This methodology involves systematically collecting, coding, and analysing a diverse range of textual
data sources to identify recurring themes and patterns related to insider threats. We employed the Preferred
Reporting Items for Systematic Review and Meta-Analysis (PRISMA) method to systematically review the
literature. We conducted a literature search on Scopus, Web of Science, and IEEE for articles published
between 2014 and 2023. We discovered a total of thirty-two (32) articles that were relevant for further
analysis. The data indicates that human factors consist of five themes and fifteen sub-themes, technical factors
have one theme and four sub-themes, and organisational factors have four themes and fifteen sub-themes.
Overall, this study emphasises the importance of approaching insider threats from multiple perspectives, since
no single factor operates independently. Instead, it is the combination and interaction of human, technical, and
organisational components that create vulnerabilities and opportunities for insider threats.

Keywords: Content analysis, cyberthreat, insider threat, PRISMA.

1.0 Introduction

The rapid growth of information technology revolution such as emergence of artificial intelligence (Al),
internet of things (loT), and big data in recent years has resulted in numerous advancements that have
revolutionized how individuals, business, and government interact, communicate, and operate on a global
scale [1]. However, this progress has also ushered in new challenges, particularly in the realm of
cybersecurity. As technology continues to evolve, so do the methods and tactics of cyberthreat and attacks,
posing significant risks to individuals, organisations, and even entire economies.

Within the broader spectrum of cyberthreat, insider threats have emerged as a significant and insidious
concern. Unlike external threats, insider threats are originated from individuals within the organisation,
including employees, contractors, or business partners, who have legitimate access to assets such as
sensitive information and system, exploit their access rights to cause harm or disclose sensitive information
[2]. Insider threats can stem from various factors, including human behaviours, technical vulnerabilities,
and organisational shortcomings [3]. Based on [4], these threats can have disastrous consequences, resulting
in significant financial losses and reputational damage. In addition, insider attacks can compromise the
confidentiality, integrity, and availability of sensitive data, leading to serious consequences such as data
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leakages, intellectual property theft, and industrial espionage [5].

As stated in [6], insider threats are influenced by a combination of behavioural, technical, and
organisational factors. It is worth noting that researchers have conducted extensive studies and developed
frameworks to enhance understanding and mitigation strategies [7]. Between 2014 and 2023, multiple
ontologies and frameworks were developed to address cybersecurity and insider threats. These ontologies
differ in their application domains, scopes, representation formalisms, and types of constructs represented.

It is worth noting that early studies from 2014 and 2015 focused on creating frameworks based mainly
on technical indicators such as Insider Threat Indicator Ontology (ITI1O) activity [8], Structured Threat
Information Expression (ST1X) [9], and Human Factors Ontology (HUFO) [10]. Among these, ITIO was
specifically designed to detect both behavioral and technical indicators of malicious insider activity. These
indicators include unusual behavior patterns, access logs, data exfiltration attempts, policy violations, and
other suspicious activities. The ontology primarily relies on resources such as the compilation of insider
threat cases from the Multiple East-West Railways Integrated Timetable Storage (MERIT) database.

In 2018, Greitzer et al. [11] designed and developed a structured model that emphasizes individual and
organisational sociotechnical factors, integrating technical indicators from previous work. This study
recommended adding an additional construct to the ontology to further specify the lower-level leaf nodes.

Additionally, in 2020, Elmrabit et al. [3] began integrating human factors with technical and
organisational aspects. This study introduced an insider threat risk prediction framework that employs
multi-perspective concepts to anticipate malicious insider threats before a breach occurs. This framework,
however, focuses solely on factors that contribute to malicious insider threats. On the other hand, the
epidemiological triangle in [12] represents the interplay between three vectors of exploit, user, and work
environment that tackle intentional and unintentional insider threats. Nevertheless, this study mainly
focuses on unintentional insider threats and offers a series of recommendations to mitigate their negative
impacts.

More recently, Zeng et al. [13] proposed an improved Human Factors Analysis and Classification
System (IHFACS) based on actual enterprise management to enhance insider threat risk assessment. This
study emphasised the importance of exploring key human factors to effectively prevent insider threats.
Figure 1illustrates a summary and comparison of ontology and framework representations for cybersecurity
and insider threat domains.

Ontology/ Domain/Scope Year Humqnl Technical Organisational
Framework Behaviour
Insider Threat Indicator Ontology Insider Threat 2014
(Imo)
Structured Threat Information .
Expression (sTIX) Cybersecurity 2014 a
Human Factors Ontology (HUFO) Cybe_rre:igrnty - 2015 Q 0
Sociotechnical and Organizational N
Factors for Insider Threat (SOFIT) Insider Threat 2018 Q 0
Insider Threat Risk Prediction InS|dervThrec:t - 2020
Malicious
Epidemiological Triangle Injé?i;;:;sgél_ 2022 o
Human Factors Analysis and .
Classification System (IHFACS) Insider Threat 2023 a 0

Figure 1. Ontology and Framework in Cybersecurity and Insider Threat

Due to the aforementioned scenarios, it is evident that while there is a growing amount of study on
insider threats, there is still s a gap in addressing the issue from multiple perspectives, encompassing both
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malicious and unintentional insiders. Motivated by this identified gap in the literature, this study will
conduct a thorough analysis to explore the human, technical, and organisational factors that contribute to
insider threats, using content analysis based on previously documented studies. Through this endeavor, we
aspire to contribute valuable insights into the fundamental elements required to address this issue.

2.0 Methodology

The study implemented a qualitative research design that integrates two complementary methodologies to
conduct a thorough investigation of insider threats. Qualitative research is a procedure that aims to
comprehend phenomena in depth by focusing on subjective experiences, meanings, and perspectives [14].
It involves collecting and analysing non-numerical data to gain insights into complex issues or explore new
areas of study [15].

The first approach involved conducting a systematic literature review (SLR), following the guidelines
of the Preferred Reporting ltems for Systematic Reviews and Meta-Analyses (PRISMA). This method
ensured a rigorous and transparent process for identifying, selecting, and synthesising relevant studies,
providing a solid foundation for the subsequent analysis [16]. We methodically conducted the SLR process
in several key steps to ensure a comprehensive and rigorous examination of the existing literature. The
process began with the establishment of eligibility criteria, where specific inclusion and exclusion
parameters were defined. We then implemented a detailed search strategy, utilising three major databases:
Scopus, Web of Science (WoS), and Institute of Electrical and Electronics Engineers (IEEE). Next, we
initiated the study selection process by screening the titles and abstracts of the retrieved articles. We then
conducted a thorough review of the full-text articles that met the preliminary screening criteria, ensuring
they aligned with the predefined eligibility criteria. Finally, we conducted the data extraction phase,
systematically collecting and analysing key information from the selected studies.

Content analysis, a qualitative method, served as the second approach, systematically examining and
interpreting the content of various forms of communication, such as texts, images, and audio or video
materials [17]. Moreover, content analysis is particularly well-suited for examining patterns, themes, and
meanings within textual data, allowing researchers to uncover underlying factors and relationships that may
not be immediately apparent [18]. This study employed content analysis to identify and explore key themes
related to human, technical, and organisational factors influencing insider threats. The process included
coding the data, clustering similar codes into categories, and then grouping these categories into broader
themes. Overall, this method provided valuable insights and a nuanced understanding of the factors that
contribute to insider threats.

2.1 Eligibility Criteria

The eligibility criteria for documented studies in a systematic review perform several essential functions
that are critical for producing a valid and reliable synthesis of the available evidence. These criteria define
the scope of the review, ensuring that the included studies are relevant to the research question and of high
quality. By reducing heterogeneity among the selected studies, the criteria help maintain the synthesis's
coherence and comparability. Moreover, the eligibility criteria guide the screening process, providing clear
guidelines for reviewers to determine which studies to include or exclude [19]. This approach ensures a
consistent and transparent method of study selection, which is essential for producing a robust and
trustworthy synthesis of the available evidence. To choose which publications to include or exclude in our
study, we applied the specific eligibility criteria outlined in Table 1.
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TABLE 1
Criteria of the Inclusion and Exclusion in the Primary Study

Inclusion Criteria Exclusion Criteria
The paper should focus on factors that The research of the paper does not focus to
contribute to or influence insider threat identify or related to insider threat factors.
occurrences.
The paper needs to be published as a Article published earlier than 2014.

research article.
The paper is written in the English language. | The paper does not adequately discuss the
findings.

2.2 Search Strategy

A well-designed search strategy increases the retrieval of pertinent studies while limiting irrelevant
results, thereby ensuring that the review is comprehensive and unbiased. We selected relevant articles for
this study using a search engine-based literature search. Specifically, the literature search focused on articles
or journals related to insider threats published in impact journals, conference articles, and book sections,
primarily in online databases such as Scopus, WoS, and IEEE, covering publications from 2014 to 2023.
We selected these databases for the literature search because they comprehensively cover high-quality
research across various disciplines and have a strong reputation for indexing peer-reviewed research to high
standards. Moreover, the decision to focus on publications from 2014 to 2023 was deliberate, as this period
captures the most recent and relevant research in the rapidly evolving field of cybersecurity and insider
threats [7].

Additionally, we conducted the search using carefully selected keywords and term combinations
designed to capture the most relevant studies in this domain. In particular, we used the following keywords
for the literature search: "cybersecurity,” "insider threat,” "human factor," "technical factor,” and
"organisational factor." The selection of keywords was based on the core concepts and variables under
investigation in this study. For instance, we used terms like "cybersecurity" to broaden the field's scope,
and specifically targeted the research focus with "insider threat”. Furthermore, the inclusion of keywords
such as "human factor,” "technical factor,” and "organisational factor" ensured the inclusion of studies
addressing the multifaceted aspects of insider threats. By selecting these terms, the study aimed to reflect
the various dimensions of insider threats, particularly the human, technical, and organisational elements
that contribute to such risks. Figure 2 shows the search engines for each of the scientific databases that met
the search criteria.
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Article title/ Abstract/

Keywords S

(“Insider Threat™ OR
“Cybersecurity”) AND
(“Human Factor”™ OR
“Technical Factor” OR
“Organisational Factor™)

Topic/ Title/ Abstract/

Author keywords Web of Science

Document title/
Abstract/ Author
keywords

IEEE

Figure 2. Search Strategy in Multiple Database

2.3 Study Selection

We meticulously screened full-text articles against the eligibility criteria in order to ensure the inclusion
of pertinent and high-quality studies. Initially, all retrieved articles underwent a preliminary screening based
on their titles and abstracts. This step was intended to quickly eliminate studies that were clearly irrelevant
to the research topic, such as those focusing solely on external cyber threats or studies examining technical
aspects outside the scope of insider threats.

For the articles that passed the initial screening, we obtained full-text versions and conducted a
comprehensive review. We carried out a detailed assessment against the predefined eligibility criteria
during this stage, which included publication dates ranging from 2014 to 2023, the type of publication
(peer-reviewed journal articles, conference papers, technical papers, and reputable white papers), and a
focus on insider threats from human, technical, or organisational perspectives.

The final synthesis included only studies that met all predefined eligibility criteria. As a result, these
selected studies provided relevant insights and empirical data critical for understanding insider cyber
threats. Additionally, for studies that did not meet the eligibility criteria, we systematically documented the
specific reasons for exclusion.

2.4 Data Extraction

During the data extraction process, we meticulously gathered relevant information from the full-text
articles that met the predefined eligibility criteria. Specifically, we extracted data on the study's objectives
and key findings, focusing on human, technical, and organizational factors related to insider threats. To
ensure uniformity and reliability across all included studies, we used a standardised data extraction form.
We simultaneously screened and excluded full-text articles according to the following criteria:

e Unavailability of full-text: Articles were excluded due to the unavailability of full-text versions,
despite comprehensive searches through databases and other sources.

o Unpublished articles: To maintain high quality and reliability, unpublished articles were excluded.

o Mismatch with inclusion criteria: If a full-text article was found to not meet the predefined inclusion
criteria upon review, it was excluded from further analysis.

o Inappropriate findings or discussion: Articles were excluded if their findings or discussions were not
in line with the objectives and scope of our study.
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2.5 Content Analysis

The content analysis began with the development of a coding scheme, which served as the foundational
framework for categorising and interpreting the data. We developed this coding scheme based on a
preliminary review of the literature and the study's specific research objectives. It included predefined codes
representing key aspects of insider threats, such as motivations and behaviours of insiders, technical
vulnerabilities, organisational practices, and proposed frameworks or ontologies. Each code was clearly
defined to ensure consistency and clarity in the coding process.

During the coding process, we opted to use Microsoft Excel manually. We chose this approach to
maintain close engagement with the data, enabling a deeper understanding and more nuanced interpretation
of the findings. By manually listing all the factors contributing to insider threat risk, as mentioned in
previous studies, we were able to systematically categorise these factors into three main categories: human,
technical, and organizational. This hands-on approach also provided the flexibility to refine codes and
categories as the analysis progressed, ensuring that the coding remained closely aligned with the research
objectives.

We systematically coded the content of the selected articles once we established the coding scheme.
This process involved reading each article thoroughly and assigning relevant codes to specific segments of
text that addressed the research objective. We then clustered the coded data into broader categories based
on thematic similarities. For instance, we grouped codes related to insider motivations and behaviours
together, while categorising codes related to technical weaknesses and organisational shortcomings
separately. Following the coding and categorisation, we further analysed the categorised data to discover
overarching themes and patterns.

3.0 Result

The systematic review process began with the comprehensive search of the selected platform's database,
with the identification of a total of 494 studies. We obtained the papers from three main databases: Scopus
(238 articles), Web of Sciences (158 articles), and IEEE (98 articles). After eliminating duplicate studies,
we reduced the number to 128. Following this, we carried out a comprehensive evaluation procedure known
as title and abstract screening, applying eligibility criteria to either include or exclude search results.
Subsequently, we thoroughly assessed the research that met the specific criteria for inclusion and exclusion,
resulting in a total of 67 publications for further study. A rigorous assessment and data extraction process
resulted in the elimination of 35 more articles. Ultimately, we selected a total of 32 studies for further study,
fulfilling all the predetermined criteria. Figure 3 illustrates our implementation of the PRISMA methods
adapted from [20], which consist of four primary phases: identification, screening, eligibility, and inclusion,
for the purpose of selecting the relevant publications.
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Figure 3. PRISMA Flow Diagram (adapted from Moher et. al [20])

The content analysis identified eleven major themes that influence insider threats, categorising them
into human, technical, and organisational factors. For human factors, the themes identified were inadequate
security training and awareness, mental health issues, personal problems, and negative personality traits.
These themes reflect the critical role that human vulnerabilities play in contributing to insider threats. In
terms of technical factors, the identified themes were a lack of resources, inadequate monitoring systems,
and weak security evaluation and validation. These themes highlight gaps in technological infrastructure
and oversight that make organisations susceptible to insider threats. Lastly, for organisational factors, the
themes included issues with organisational practices, insufficient risk management, poor management
systems, and workplace stressors. In order to enhance the reader's understanding of the study's findings, we
break down the results into subheadings in each analysis.

3.1 Human Factor

The analysis of human factors revealed four main themes, each of which contained a total of 15 sub-
themes. The first theme, Inadequate Security Training and Awareness, emerged from code keywords like
"awareness or knowledge" and "training." We grouped these keywords into the sub-categories of Lack of
Information Security Knowledge and Insufficient Training on Security Policies. These sub-categories
highlight how inadequate security training and awareness among employees may be significant factors
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contributing to the occurrence of insider threats.

The second theme, Mental Health Issues, encompasses sub-subjects such as deep frustration and stress,
both of which may lead individuals to engage in insider threat activities. We derived these sub-themes from
code keywords like "frustration" and "stress."

Next, Personal Problems emerged as the third theme, encompassing keywords like "financial,"
"divorce," "addiction or substance abuse," "coercion or blackmail," and "disgruntlement or dissatisfaction."
These keywords led to the formation of the sub-categories Financial Issues, Relationship Conflict,
Addiction or Substance Abuse, Blackmail, and Disgruntlement or Dissatisfaction with the Organisation or
Job. Personal issues like these can have a significant influence on insider behaviour.

Finally, we derived the fourth theme, Negative Personality Traits, from keywords such as "curiosity,"
"communication,” "carelessness, negligence, or recklessness," "resistance," "mischievousness,” "loyalty,"
and "greed." These codes were grouped into sub-themes including Curiosity, Poor Interpersonal
Relationships, Carelessness or Negligence, Resistance, Mischievousness, Disloyalty Towards the
Organisation, and Greed. These specific personality traits heighten the likelihood of insider threats by
driving individuals to engage in risky or malicious actions.

Table 2 illustrates the detailed coding and categorization of these themes and sub-themes.

TABLE 2
Human Factors that Influence Insider Threat
é?::t?g‘:’l/ ngveg{’ d ng;tegirpye/ Theme Example Quote/ Description
[13], [21] Lack of “A lack of awareness, negligence,
[22], [23], Awareness/ awareness on resistance, disobedience, apathy and
2 4]’ [25]’ Knowledae information mischievousness are root causes of
[26], [27]’ g securit information security incidents in
' y Inadequate organisations.”
ff;lllf]::g & “...previous incidents might well
[23], [24], Insufficient R Fa\;(e l}lghl_lg_hted the ean]?loyee s
28], [29] N training on acko _tralnlng_or need for
[30]’ [31]’ Training security policies supervision, or it might have served
[32]’ [27]’ and rgcg dures to highlight flaws in the day-to-day
’ P procedures when transferring
sensitive data.”
“Personal factors, which include
[23], [25] introversion, handling
rus eep frustration stress and deep frustration are the
[33]’ " | Frust Deep frustrati t d deep frustrati th
Mental common factors for identifying
health insider attacks.”
issues
%ﬂ’ Egg’ “Employees can make mistakes due
tress tress to “fatigue”, “stress”, “overwork”™,
[25]! [30]! S S “f . 9% ¢ 9 ¢ k”
[35]’ ' “inattention”, or “multitasking”...”

72



Journal of Media and Information Warfare

Vol. 17(2), 65-82, October 2024

[22], [36], “...family, financial issues, health
[33], [37], issues, all of these factors influence
[38],[39], | Financial Financial issue the employee to perform threats like
[23], [40], blackmail or stealing information for
[41] monetary benefit.”
“...psychosocial factors—Ilike a
. . stressful divorce, difficulty working
Eg% [39, Divorce Sgrll?;[ilgtnshlp with others, or retaliatory
behavior—may affect the insider
threat.”
B | “...from a malicious, insider-threat
ersona :
perspective,
[37],[39], | Addiction/ Addiction or problems | oyamples of notable behaviours
[40], [27] | Substance abuse | substance abuse include addictive practices (e.qg.,
gambling or alcohol abuse),
previous rule violations...”
[22],[33], | Coercion/ . “...blackmailing insiders are other
[42] Blackmail Blackmail tactics.”
[43], [22] Disgruntlement/ “...resulted in disgruntlement and
[23]’ [44]’ Disaruntlement/ dissatisfaction behaviors—e.g., violations of
[11]’ [41]’ Disgatisfaction with the policies, rules, or even laws—that
[ 45]’ ’ organisation or could have provided warning of
job increased insider risk.”
“...caused by the intentional misuse
of privileges without an intention to
[34], [23], . . cause harm, such as using their
[11] Curiosity Curiosity privileges to access confidential
information of a celebrity client out
of curiosity.”
“...the generic cause for the clash
between the organization like RMP
[13], [24], N Poor interpersonal . and employee was due to limited
[33], [11] Communication relationship Negative | communication, misunderstanding
personality | o misperception or differences in
traits opinion.”
) ) areless nintentional incidents happen due
[22], [46], | Careless/ Careless/ “Uni ional incidents h d
: : egligence . to human nature, such as ignorance,
26], [11 Neglig / Negligence h hasig
[30] Reckless giig carelessness, stress, or fatigue.”
“...resistance, disobedience, apathy
, , . . and mischievousness are root causes
[43], [26] d mischi
Resistance Resistance - . L :
[11] of information security incidents in
organisations.”
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[26]

Mischievousness

Mischievousness

[22], [23],
[33], [41]

Loyal

Disloyalty
towards the
organisation

“...resistance, disobedience, apathy
and mischievousness are root causes
of information security incidents in
organisations.”

“...alack of loyalty among young
generations and employee mistakes
that arise from human nature.”

“Most insider threat incidents are the
consequences of

human actions, such as mistakes,
negligence, greed, or reckless
behavior.”

[13], [22],

[30] Greed

Greed

3.2 Technical Factor

The analysis of technical factors identified three main themes, revealing a total of four sub-themes, all
of which highlight critical gaps in technological infrastructure and oversight that contribute to insider
threats. First, the theme of Lack of Resources emphasises how deficiencies in organisational resources
create vulnerabilities in defence mechanisms, which can lead to the emergence of insider threats. We
derived this theme from keywords such as "hardware," "software,”" "network," and "infrastructure," and
grouped them into the sub-category Poor Information Technology Infrastructure, reflecting how inadequate
technological resources undermine security frameworks.

Second, the theme of Inadequate Monitoring Systems underscores the inability of organisations to
effectively monitor insider activities in real-time, which significantly increases the risk of undetected insider
threats. The keyword "technical monitoring" inspired the sub-theme Weak Technical Monitoring. Thus, the
absence of robust monitoring systems may become a critical weakness in mitigating insider threats.

Lastly, the third theme, Weak Security Evaluation and Validation, points to the lack of thorough testing
and validation of security systems and applications, particularly in the context of insider threats. Keywords
such as "testing"” and "assessment™ led to the formation of two sub-categories: Insufficient Security Testing
and Evaluation of Systems and Applications and Inadequate Insider Threat Vulnerability Assessments.
These sub-categories reflect how inadequate evaluation processes leave organisations exposed to internal
vulnerabilities that could be exploited by insiders.

The detailed technical factor coding and categorisation of these themes and sub-themes, along with
relevant quotations from the literature, are presented in Table 3.

TABLE 3
Technical Factors that Influence Insider Threat

élij':;t?gz/ KS;V?/g{, d Sgt;;’;g%rpye/ Theme Example Quote/ Description
Hardware/ Poor “The information-technology (1T)
[22], [11], | Software/ information Lack of factor applies to p(_)orly develop_ed
[27] Network/ technolo RESOUTCes infrastructure and involves the issues
. gy of hardware and software
Infrastructure infrastructure . . o
information security.
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Inadequate “...The factors were named as (1)
[13], [37], | Technical Weak technical Moni?orin Technical monitoring and detection,
[25] Monitoring monitoring System g (2) Technical restrictions, and (3)
y Technical access.”
Iszzﬂ?;;ufgsttin Penetration testing is one of the
[37] Testin and evZIuationg factor items for the Organisational
9 of svstems and Vulnerability to Intentional Insider
ySter Weak Threat (OVIT)-Technical.
applications Security
Evaluation & | “Conducting insider threats
[43], [37] :rqgi?jzﬁ?ltreeats Validation vulnerability assessment is also a
[4 4]’ [31]’ Assessment vulnerabilit good security strategy to protect
’ y organizations against malicious
assessments oo "
insiders...

3.3 Organisational Factor

The analysis of organisational factors revealed four key themes: Organisational Practice Issues,
Insufficient Risk Management, Poor Management Systems, and Workplace Stressors. Collectively, these
themes highlight the critical role that organisational structures and environments play in contributing to
insider threats.

Firstly, Organisational Practice Issues underscores the importance of organisational culture in shaping
security outcomes. Within this theme, five sub-themes emerged: Poor Organisational Culture (Human
Resources (HR) practices), Lack of Security Culture, Level of Trust Issue, Poor Employee's
Communication and Collaboration, and Lack of Access Control. These sub-themes were derived from
keywords like "organisational culture," "security,” "trust,” "communication," and "access control."
Together, they illustrate how disjointed internal practices create vulnerabilities that insiders can exploit.

Secondly, Insufficient Risk Management reflects gaps in organisations' ability to anticipate and respond
to potential threats. This theme was drawn from keywords such as "incident response” and "risk
management.” The sub-themes identified include the Lack of Proper Incident Response Planning and
Inadequate Risk Assessments. These shortcomings reveal how organisations fail to put effective safeguards
in place, leaving them exposed to insider risks.

Next, Poor Management Systems as the third theme, points to weaknesses in leadership and operational
structures. Here, five sub-themes emerged: Poor Hiring Processes, Insufficient Behavior Monitoring
Mechanisms, Lack of Security Policies and Procedures, Information Sharing Process Weaknesses, and
Inadequate Security Training and Awareness Programmes. These sub-themes were clustered from
keywords like "employment,” "monitoring,” "policy,” "information sharing,” and "training." This theme
highlights how leadership failures and policy gaps allow security vulnerabilities to flourish within the
organisation.

Lastly, Workplace Stressors, the fourth theme, focusses on the impact of environmental stress on insider
threats. The sub-themes include High Workload, Stressful Work Environment, and Unfair Work Setting.
Keywords like "workload," "stress environment,” and "unfair work" were grouped to reflect these
conditions. These factors often push employees towards behaviours that may compromise organisational
security.

Table 4 provides a detailed breakdown of the coding and categorisation of these themes and sub-themes,
supported by relevant quotations from the literature.

75



Journal of Media and Information Warfare

TABLE 4

Organisational Factors that Influence Insider Threat

Vol. 17(2), 65-82, October 2024

élijttgt?;/ KS;V?/g/r d Sgg;ggirp;/ Theme Example Quote/ Description
Poor “Such a culture' may cause
[13], [12], Oraanisational oraanisational employees to disregard the
[47], [37], rganisationa g processes, thus increasing the
culture culture I
[40] (HR practices) chances of an insider attack
succeeding.”
“...many organizations consider
the knowledge and skills of an
[13], [21], Securit Lack of security employee during job hiring process
[37], [25] y culture and give less concern about
background of employee related to
ICT security concerns.”
“An employee who is trusted will
[13], [341, Level of trust o have the potential_to cause more
[23]. [33] Trust issUes Orgar_usatlonal harm to the organization by
Practices collapsing the stability of the
Issues computing systems.”
“Workplace conditions that foster
human errors or deficiencies in
human performance may be
[11], [40] PoOr Poor employ_ee's Qescribgd in terms of a variety of
[41]’ ’ communication communlcatl_on issues, m_clugjlng poor
& collaboration communications relating to a task
and its goals, confusing
procedures, faulty system design
that reduces usability.”
[13], [22] “Another fz_ictor drivir_lg insider
[21]’ [ 43]’ Acces_s/ Lack of access cyber_securlty threats is the lack of
[25]’ " | Security control | control oversight of staff access to
' technology.”
Incident Lack of incident “Speed of the incident, discovery
[12] response response and response is one of the task
planning factors items.”
:_\r:isslij(fflCIent “Cogpitive biases are factors that
_ _ Management pontrlbute to human error, poor
[13],[22], | Risk Inadequate risk judgment, and flawed risk
[11] management assessment assessments that potentially

increase the likelihood of UIT
incidents.”
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“Failure to conduct pre-
[13], [29] Poor hiring employment background_checks on
Employment employees or pre-job reviews of
[11], [41] process . ; ;
confidential personnel is mere
formalities.”
An employer, for example, might
Inadequate notice an employee who presents a
[37], [38], Monitorin behaviour problematic behaviour and provide
[29], [11] g monitoring them with support or closer
mechanism monitoring to assist in prevention
and detection.
[13], [22] “Prevention, therefore, might
’ ’ . Lack of security involve strengthening security and
[38], [37], | Policy/ . p
[25]. [11] Procedure policies and oor the development of workplace
[ 41]’ ’ procedures Management policy to close down on insider
System threat opportunities. ..”
“In some cases, surprisingly some
working colleagues still sharing
Sharin Information credentials among themselves to
[25] informgtion sharing process execute da_ily_tasks, in which a
weaknesses malicious insider would take
advantage to misuse the
opportunity.”
Training the employees in the
Inadequate organization and
[13], [29], | Training security training developing an information security
[11], [41] employees and awareness culture are great boons in
programmes implementing proper security
measures inside the organizations.
“Organisational factors refer to
management practices, policies,
work environment, workload, and
[12], [11], . related aspects of the workplace
[41], [32] Workload High workload that may contribute to performance
Workplace deficiencies and human error,
Stressor which play a significant role in the
unintentional insider threat.”
[22], [12], Stress Stressful work Working environment that does
[36], [38], . . not follow standard, and
environment environment o ! .
[25] recognition could distract insiders.
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“...employees need to be free from
external distractions such as
Unfair work pressures from superiors,

setting unrealistic work schedule,
insufficient remunerations and
uneven job separations.”

[25], [41] Unfair work

4.0 Discussion

This paper, unlike previous studies, adopts a broader perspective, considering the multi-perspective factors
of both malicious and unintentional insiders that influence insider threat occurrences. In a previous study,
Elmrabit et al. [3] mentioned in their developed framework that there are three human factors that allow
malicious insiders to misuse their privileges. These include motivation, opportunity, and capability.
However, our findings revealed four themes related to human factors that are prone to unintentional and
malicious cyber insider threat actions. This study emphasises the need for organisations to enhance
awareness about information security risks [21] and ensure that employees receive adequate training on
security policies and procedures [28] to mitigate the risk of insider threats stemming from a lack of
knowledge or understanding. Furthermore, [33] stress the vulnerabilities in mental health are the most
common indicator of a potential insider attack. To address this issue, mental health scanning and monitoring
programs are required. In the meantime, experts underscored the importance of tackling personal issues
such as financial difficulties [39], relationship conflicts [38], substance abuse [40], blackmailed [42], and
dissatisfaction with the organisation or job [13] decrease instances of insider threats.

In terms of technical factors, compared to existing literature, we found three main themes. A lack of
resources, such as hardware, software, networks, and other information technology infrastructure [22], as
seen in the first theme, highlights issues related to poor information technology infrastructure. This
deficiency is critical because it creates opportunities for insider threats to exploit system vulnerabilities.
Additionally, there are insufficient systems for monitoring insider activities, making it challenging to detect
malicious actions in real-time [13]. Robust monitoring systems are essential for identifying potential threats
promptly and mitigating risks before significant damage occurs [25]. For identifying and addressing
security gaps that insider threats could exploit, effective penetration testing and comprehensive
vulnerability assessments are crucial [37]. Organisations must prioritise investment in robust technical
systems and continuous evaluation to stay ahead of potential insider threats.

Regarding the organisational factors, identified themes highlight systemic wvulnerabilities that
contribute to both malicious and unintentional insider threats. The analysis in this study revealed significant
implications for organisational security practices. The identification of organisational practice issues such
as poor organisational culture [12], lack of security culture [21], high level of trust with our colleagues [34],
weak communication and collaboration between the departments [11], and poor access control [22]
underscores the need for a holistic approach to enhancing internal processes. Similarly, the deficiencies in
incident response planning and risk assessments [12] point to the necessity for robust risk management
strategies. Furthermore, the inadequacies in management systems, such as ineffective hiring practices [13]
and monitoring behaviour mechanisms [38], further exacerbate the risk by failing to identify potential
insider threats early. Lack of security policies and procedures [41], poor information sharing practices [25],
and insufficient security training and programmes organised by the organisation [29] also emerged as
critical vulnerabilities. Allocating adequate budgets to address these deficiencies is crucial. Organisations
need to invest in developing and implementing comprehensive security policies, enhancing information
sharing mechanisms, and providing regular, thorough training programmes to ensure all employees are
well-versed in security protocols. Moreover, high workload [32], high-stress environment [22], and unfair
work conditions [25] indicate the importance of creating a supportive and equitable work environment in
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order to mitigate insider threat incidents.

While this study offers valuable insights into insider threats, it is important to acknowledge certain
limitations inherent in the PRISMA and systematic literature review (SLR) methodologies. One key
limitation, however, is the tendency to rely heavily on high-impact and well-established journals, which
may inadvertently exclude valuable insights from newer or region-specific publications. Although these
less prominent sources are not as widely recognised, they may contain context-specific information crucial
for understanding insider threats in particular regions or industries. As a result, this limitation means that
the analysis may not fully capture the diversity of insider threat issues present in different geographic and
cultural contexts.

In order to build on the findings of this study, future research should not only expand the literature
review to include more diverse sources but also incorporate interviews or focus group discussions with
cybersecurity experts and practitioners. Interviews with subject matter experts (SMEs) have the potential
to reveal practical insights and experiences that academic publications often fail to capture. Thus, this
approach would provide a more holistic view of how insider threats are managed across different industries
and regions.

Moreover, it may be beneficial for future studies to explore the role of emerging technologies, such as
artificial intelligence (Al) and machine learning (ML), in enhancing the detection and prevention of insider
threats. As these technologies advance, they have the potential to significantly improve the monitoring of
insider activities and the identification of suspicious behavior patterns. Therefore, investigating the
integration of these technologies into current security frameworks could yield significant advancements in
the field.

5.0 Conclusion

This study has provided a comprehensive analysis of the human, technical, and organisational factors
that influence the occurrence of both malicious and unintentional insider threats. We have identified
significant vulnerabilities within organisations that require attention to improve their cybersecurity posture.
The identified human factors, including inadequate security training, mental health issues, personal
problems, and negative personality traits, underscore the importance of focusing on the human element in
cybersecurity strategies. Technical factors, such as poor IT infrastructure, inadequate monitoring systems,
and weak security evaluation and validation, reveal the need for robust technical defences and continuous
assessment of security measures. Meanwhile, organisational factors such as organisational practice issues,
insufficient risk management, poor management systems, and workplace stressors point to systemic issues
requiring strategic changes.

In light of this, it is recommended that future studies employ a survey questionnaire tailored to the
specific context of insider threats. Such a survey could facilitate a more nuanced exploration of human,
technical, and organisational factors, as well as the collection of quantitative data that complements the
gualitative insights provided by this study. By using a survey, researchers can capture a wider range of
perspectives and experiences, enriching their overall understanding of insider threat occurrences.
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